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Skills Training 2020: IT Curriculum Overview

Week 1:	Microsoft Outlook and Microsoft Excel
Week 2: 	Laptop and Mobile Devices
Week 3: 	Windows Operating System
Week 4: 	Data Security
Week 5: 	Networking Fundamentals
Week 6: 	Project Management
Week 7:  	Final Exam Week

Week 1:  Microsoft Outlook and Microsoft Excel
Key Objectives
At the end of this module young professionals will be able to:
· Understand the purpose of Microsoft Outlook and Microsoft Excel as business tools
· Identify components of the Outlook and Excel user interface (Ribbon, Tool bars, etc.)
· Create, Reply and Forward email messages
· Create an Outlook email signatures configure away messages
· Send Outlook meeting invitations
· Manage the Outlook calendar
· Enter data into an Excel worksheet
· Insert rows and columns
· Apply text and number attributes
· Set vertical and horizontal alignment
· Format titles using the Merge & Center feature 
· Create basic formulas
· Use the Auto Fill feature
· Sort data and analyze the results


Week 2:  Laptop and Mobile Devices
Key Objectives
At the end of this module young professionals will be able to:
· Analyze business considerations for selecting PCs, laptops or mobile devices (Pros and Cons)
· Identify laptop components and ports (Laptop Anatomy 101)
· Examine laptop input devices: keyboards, touchpads, fingerprint readers, webcams and microphones
· Customize touchpad settings
· Configure laptop power consumption (sleep states)
· Identify laptop internal components including motherboards, RAM and CPUs
· Demonstrate how to connect a laptop to an external screen or projector
· Differentiate types of laptop wireless communication technologies (Bluetooth, Infrared, Cellular Wi-Fi)
· Describe the purpose of a laptop docking station and port replicator
· List common mobile technologies and their features
· Enumerate the six basic troubleshooting steps
· Apply the troubleshooting process to identify solutions for common laptop problems 

Week 3:  Windows Operating System
Key Objectives
At the end of this module young professionals will be able to:
· List the four major functions of an Operating System
· Discuss business considerations for upgrading Operating Systems
· Differentiate 32-bit and 64-bit Operating Systems
· Describe characteristics of OS including: multi-user, multitasking, multiprocessing, multithreading.
· Create users and groups on the local machine
· Customize the appearance for individual users
· Install Windows 7 in a virtual environment
· Launch the Windows command window and execute common CLI commands
· Demonstrate various administrative tools
· Know the difference between disk fragmentation and disk cleanup
· Enumerate the six basic troubleshooting steps
· Apply the troubleshooting process to identify solutions for common Windows OS problems 
Week 4:  Data Security
Key Objectives
At the end of this module young professionals will be able to:
· Differentiate the difference between internal and external threats to an organization's network
· List types of physical security threats
· Differentiate types of security threats (Adware, Spyware, Phishing, Viruses, Worms, Trojans, Rootkits)
· Describe social engineering tactics
· Understand when a user would want to invoke InPrivate Browsing in Windows 7
· Differentiate types of TCP/P attacks (DoS, Distributed DoS, Spoofing, Man-in-the-Middle, Replay, DNS Poisoning)
· Discuss methods of securely wiping data from hard drives
· Identify different types of hosts (end devices) and intermediary devices that connect to networks
· List key elements of a Security Policy
· Perform common preventive maintenance techniques to keep computers and networks secure
· Enumerate the six basic troubleshooting steps
· Apply the troubleshooting process to identify solutions for common security issues

Week 5:  Networking Fundamentals
Key Objectives
At the end of this module young professionals will be able to:
· Describe the purpose of computer networks
· List advantages and disadvantages of networking computers
· Differentiate types of networks (LANs, WLANs, WANs, MANs, PANs)
· Configure IPv4 addressing on a PC
· Compare static and dynamic (DHCP) addressing
· Test network connectivity with the Windows CLI (ping, ipconfig, tracert, nslookup)
· Construct a simple peer-to-peer network
· Describe key characteristics of client/server networks
· Identify different types of hosts (end devices) and intermediary devices that connect to networks
· Examine the considerations for cabling a network (copper, fiber, wireless)
· Compare DSL, cable and cellular networking technologies
· Discuss the business rationale for implementing VPN (Virtual Private Network)
· Explain wireless networking standards and wireless security options
· Enumerate the six basic troubleshooting steps
· Apply the troubleshooting process to identify solutions for common networking problems 

Week 6:  Project Management
Key Objectives
At the end of this module young professionals will be able to:
· Identify the purpose for Time Management
· Describe “inputs” that require attention in a typical day
· Differentiate the difference between important and urgent tasks
· [bookmark: _GoBack]Prioritize tasks within your time schedule
· Explain methods for tracking tasks that need to be completed
· Identify the purpose for Task Management
· List and describe the 5 steps in the Task Management Process
· Design a Task Management plan based on a scenario of an IT project that needs to be completed
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